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2.0 Introduction

A multi-faceted problem
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2.1 The problems

The Titanfall community has been dealing with groups of hackers who manipulate the game and
assume peoples’ identities in addition to members in the community who doxx and harass, both
as individuals or coordinated groups. Amidst the chaos, we have a community made out of people
who love Titanfall.

This is not only the story of gamers who cannot play the game that they paid for: we are human
beings who built and invested time in the community. We are the community. We build
relationships, share our creativity, teach each other and help each other. Titanfall is only the
background dressing.

Not only are doxxing, harassment and hacking illegal, but they are also destructive towards the
Titanfall community. We should not let a handful of individuals speak in the name of what we've
built-- they are willing to sacrifice this for their personal interest.

Their campaign of misinformation led to many victims due to doxxing and harassment as well as
lies and manipulation

All of this happens while Respawn watches their our community torn apart while selling breker
preduets menus simulators. Should we blame everyone working at Respawn Entertainment? No; a
video game is the passion and labor of many individuals working as a team over the span of years.

They are being held from acting by the ones who manage the studio; they are not being
respected and neither is the community.
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2.2 The consequences - personal testimonies of players impacted

Starting in mid-June 2021, we started conducting a survey to understand people’s experiences
with the attacks on Titanfall and Titanfall 2 to not only gather some basic information such as
their platform and region, but also to gain insight into the human perspective. They remind us why
we are working so hard to save our game and why we have to bring these injustices to light.

To the unheard, to the one who has been ignored, left alone and being lied to all along.

To the one who matters the most. To you Pilots, the community: you deserve the truth.

Thank you for sharing your pain, thank you for sharing your emotions and thank you for giving us
the fuel to keep up during those past few months.

Here are a few examples of what we received:

“It's disheartening, sad, discouraging, and makes me feel hopeless. The titanfall franchise
has been a big part of my life since i was 12 years old. I'm 17 now and it's sad to see one of my
favorite games of all time, a game that helped me when i was down, a game that changed my
life for the better go out in such a dishonorable way. This game introduced to me some of my
best friends, and even helped me find other games that i enjoyed just as much. It's sad, very
sad to see this game go. It's sad that the people who made it showed such negligence, such
lack of care not only for one of the best FPS games of its era, but for the community who
held it so close to their heart. | hope that this problem isn’t unfixable, i hope respawn and the
hacker(s) find some sort of motivation to put an end to this.”

“I feel cheated and disappointed. They took money from me for a non-working game that
is tied to multiplayer. | could not play the game with constant server crashes due to DDoS
attack by hackers. It also annoys me that in the game since 2014 they have not been able to
make a normal anti-cheat protection and ban all attackers. Also, | do not like the imbalance in
the game due to which everyone uses only the Smart Pistol and ignores the rest of the
weapons in the game. | tried to get justice and wrote messages on Twitter asking when
Respawn and EA would fix the game, but | was ignored for more than 6 months and now |
realized that they don't care about the Titanfall community and they are only interested in
Apex and Battlefield since they constantly bring them big money for maneuvering cosmetic
items in the game. But EA and Respawn have the audacity to sell the game in Origin and
Steam knowingly knowing about the problem with the servers. From now on, | will write to my
blacklist so that | never forget that Respawn Entertainment and Electronic Arts are vile liars
and scammers. Respawn as a game company making games for me is dead. EA already had a
bad reputation, but it was able to fall even lower than it had previously. | will not buy more
than one game from these developers and publishers.”
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“it's disappointed me heavily, as i truly love this game. and it's been part of my
childhood. so coming to play, and not being able to play it makes me pretty upset. i also
have many friends who play and feel the same way aswell.”

“I'm just crushed that | only got such a short time on one of my favourite multiplayer games
ever. It was amazing being able to play it on PC, and ever since the issue started | was right
on it reporting it to EA etc. As many have been told, "it's being addressed”, but it's been 4/5
months now. Even before then there were issues with racist hackers, but leaving the game
completely unplayable is beyond unfortunate because this game deserves so much more.”

“The constant DDOSing of the Titanfall series has taken a toll on my mental health. This may
seem ridiculous, given that it's a game about shooting people and vaporizing them with your
20 ton death machine, but | grew stupidly attached to this game.”

“I come in from a shift working in mental health rehab and my usual way to blow the day away
is killing some dudes in big-ass robots. It's my stress-ball, it's my Candy Crush. I've played it
almost every day.

But since last weekend I've not been able to stay in a game. It plays a while, it freezes, | have
to leave the game. It sucks. One of my favorite pastimes is just gone, taken away.

What makes it even worse is there is little to no support or communication to assure that this
will get fixed.

| love this game and | don't want to see it die like this.”
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“I've been playing titanfall since the days its been released, and that's pretty much all | ever
play on xbox, | switched to Titanfall 2 when it was released.

It's affected me greatly because of my son. He's turning 7 in a week but got into titanfall 2
multiplayer because of me about 6 months ago. He loves the titans and the pilots, draws
them all the time, builds them out of lego, he's even having a titanfall themed birthday party.
It's all he can talk about without even really playing the game for more than an hour per day.
It's been something we do together every night before bed, taking turns playing 5 lives each
in Attrition.

| told him on his birthday weekend, we could play all day together before and after his party.
He was really excited about it, but since these attacks began, he's been really sad. He checks
the game 3-5 times per day to see if the game will freeze when he jumps out of the dropship.
Obviously it never works, and every night before bed he still asks me, "dad, do you think the
hacker will turn nice soon and let us play" or "why doesn't anyone care that the game
doesn't work anymore?" or "why are we frozen, but other people are still running around and
shooting, why does it work for them”

| don't know what to tell him, | don't even really know why it's happening to us, I'm not a
streamer or anything, we just play casually every night for about an hour, and honestly, for a
6 year old, he's gotten really good.

Anyways, sorry for the rant, | just hate seeing my son sad over something so stupid
especially something | have no control over. Wish i could meet the coward responsible in
person to show him what feeling helpless is like when there's no computer to give you power

over others.”

Below are two links to a redacted copy of the survey results for Titanfall 1and 2.

A redacted version of the Titanfall 2 survey:
https://docs.google.com/spreadsheets/d/IrmQWmQxEz08857ZK3alL.Czd1sQ877 iNdVPcJWWqgez

RkU
A redacted version of the Titanfall survey:
https://docs.google.com/spreadsheets/d/1Bp7/Maq78ypPBkaxHVCCgpD8Bkl aaNvUc1O79Z vj
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3.0 Individuals

The hackers & their associates
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3.1 Hackers

The following individuals are directly responsible for the July 4th Apex Legends hack as well as
the blacklist that has been impacting streamers (and more recently, the entire playerbase) for
months. Their collusion led to coordinated attacks on the 3 games of the franchise: Titanfall,
Titanfall 2 and Apex Legends. Through their research to find new bugs and exploits, they were
using different kinds of vulnerabilities in order to render the game unplayable to help them
achieve their personal goals

They have successfully spread misinformation regarding the identity of the infamous hacker
‘Jeanue,” which has resulted in the doxxing, harassment and threatening of innocent people. This
was done to send people on witch hunts and therefore draw attention away from themselves.

The "“DDoS" attacks on Titanfall 2 streamers began back in March 2021, although it wasn't until
April and May that the attacks became more widespread and targeted.

Note: These individuals began planning months beforehand, primarily utilizing private channels in
the Remnant Fleet discord server (owned by pO358 and RedShield) to discuss methods and
delegate tasks. All of these channels have been backed up and they are unable to delete any
evidence of these actions.
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3.1.1 p0358

Admin of Remnant Fleet Discord server and in charge of the “Titanfall Online” (known as TFO),
self-proclaimed “good hacker” who can fix all the exploits in Titanfall.

He and his associates worked over the span of years to target Titanfall, Titanfall 2 and Apex
Legends in the interest of his personal project TFO.

Multiple times, he gave information about "Jeanue” to people with the intention to instigate
“witch hunts.”. This led to the doxxing and harassment of individuals and even an entire family
thought to be behind the attacks. Their personal information such as (but not limited to) their
past and present legal names, places of employment, address, contact information and personal
social media accounts were spread across various social media platforms. This information found
its way across Discord, Reddit, Youtube and Twitter, and ultimately all comes from this source.

REDACTED

3.1.2 dogecore

Develops and sells cheats for different video games, including Apex Legends. He is also involved
in the TFO project and is researching more vulnerabilities in Titanfall, Titanfall 2 and Apex
Legends.

REDACTED

3.1.3 MrSteyk

Develops and sells cheats for different video games, including Apex Legends. He is also involved
in the TFO project and is researching more vulnerabilities in Titanfall, Titanfall 2 and Apex
Legends.

REDACTED
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3.2 Associate

3.2.2 RedShield

Admin of Remnant Fleet Discord server and long-time friend of pO358. Although he was not

involved in the technical aspects of their plans, he had a major hand in their planning and

execution in the public eye.

REDACTED
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4.0 Evidence

Evidence will be provided in various forms, including but not limited to images and videos. Each
piece of evidence will come with an allocated File ID which is used to browse the list of files
included in the folder that came along this document.

(egq. File ID 089 is associated with files starting with 089_xxx)
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4.1 Their lies, manipulation and campaign of misinformation

File ID: MM

Date: 4th of July 2021
File ID: 112

On July 4th, Apex Legends was hacked to display a message containing a link to this website.
In Remnant Fleet, any time a new member joins, they are greeted with this message:

. Reminder that we had nothing to do with the Apex Legends hackers. We have publicly disavowed them and they have admitted that they have nothing to

do with our site; We are completely unaffiliated with them. If you are here to flame, please leave us alone.
More info can be found here: and in #announcements

They were very quick to make sure everyone knew they had nothing to do with the incident that
day.

PLEASE READ #announcements — Reminder that we had nothing to do with the hackers. We have publicly disavowed them and they have admitted that they
have nothing to do with our site; We are completely unaffiliated with them. If you are here to flame, please leave us alone.

More info can be found here:

(“- Also | can't wrap my head around how hard it's for some people to understand anyone can link the website anywhere and it doesn't magically mean the people
behind the website have anything to do with it. Like sericusly some people should think and use their brains before saying things

M Hs &0

ink the

And since we have nothing to do with the Apex situation, you should not be mad at us or Titanfall community or even Titanfall itself.

Be mad at Respawn, for letting this all happen to both games with their huge incompetence and being unable to do anything about it. They are the reason we
are where we are, they let all of this happen. Be mad at hackers. | don't know who they are, but just don't express this negativity here.

Of course we welcome everyone interested in Titanfall to stay with us since that's what this server is for, we hope to see you all in game at some time and
place.

Also sorry for peeps who were standing on the side of truth and got accidentally muted by our automod bots which were set into very aggressive rules, we
appreciate you and the mutes should expire shortly.

Good night and enjoy the rest of your day.
22 B2 A= 20 @15 8 7 8 20 @14 4 W13 3 @13 2 1 Y15 e

w»r |ts notus who's doing it

Its someone else

Its largely just the fact that there's problems with the servers that Respawn keeps in their games
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o

o

s: [EDIT: it's now down again and 100% impossible to play as
usual]
However, do not get fooled. Respawn has nothing to do with it and they did not fix any issues. It has happened numerous times before - whenever our cause
goes into spotlight for any reason and everyone's looking, the attacker takes down his bots for a while as a means of self-preservation.
It's worth to note that at the same time Titanfall 2 is still under attacks.

| want to say that we are not the people/server behind the Apex situation and the messages you have seen directing you here, and we don't know who it is. It
appears that someone did want to spread the info about Titanfall situation and we feel them, we want to play our game again as well. Our site is probably the
best source of information packed into one place, so it's probably logical they have selected that one to link with such goal in mind. So please don't be angry at
us, those who are.

While this was a pretty surprising news to us in the morning, we would like to welcome all the new players and express a hope that Titanfall will soon be in a
better condition and that you will stay with us while awaiting that to happen. Make sure to pick platform roles to see the rest of the server if you want to play
with us.

We're sorry though for any Apex players who were unable to play their game in this situation. This should be possible to mitigate by selecting a different data
center in case it's happening to you.

At the same time, please imagine that we've been dealing with something worse for past three years, most of the time being unable to play our game, Titanfall
1, at all, with no workarounds possible anymore. The servers were and are taken hostage by a hacker and his friends out of hatred towards our community and
Respawn fails to do anything about it, despite fixes and exploits used being so trivial (yet there's many of them - it's what you get if you fix none of them).

Spread the word, there is no excuse for letting this happen knowingly for 3 years, meanwhile releasing the game on Steam and putting it on numerous sales like
nothing's wrong, while people who buy the game can only watch the main menu screen, since it's online-only game.

TLDR:

- welcome everyone new

~ we are not the people behind Apex situation (also raiding/spamming won't help, will only get you banned)
itanfatt-Hscorrentty temporard ayable formow, b ankstoRespawn EDIT: it's down again!

~ stick with us for more news in the future

® 28 ¢85 7 Meo # 5 2 27 Me2 @22 @22

By Rz20 M2

U know whats y, no one cares smh

you know, if the hackers pasted this message wanting to save titanfall, | guess they ain't gonna stop seeing such reactions

however it's fucking annoying that our server gets raided for this, while we have nothing to do with this
W 2
like bruh

@ @StonerSquid(unfair) you caused a problem in apex and now your blaming it on respawn you motherfuckers fix apex
It was not us

@Nikk Before any of you mods or well known people come at me saying ” the hacker said we are not apart or do not correspond with the website in question * here is what | hav..
Why would we take down our website. Not our fault someone is linking it somewhere. We may as well say you could shut the fuck up and that would be a
better argument than yours now.

' @Nikk | didnt say take down your discord server? | said the website and you do have a lot to do with it because of these images down below.

so what? it's not us hacking apex and pasting the link there, why would our website suffer because of this by being took down?
Titanfall cause and its problems remain up to date

H 10 El 10 L 10 B 10




would you buy it regardless? but t's not us doing it anyway, so it's not like we're a side of this and we have any control of what's going on with any of these
servers
and you know what?
4 @phillis then why ar

[Kohil
Cause it's now a public website.

chonauticon

Wth is going on

you all should blame only Respawn for this

‘m just her
&3

@ @demsh

it's Joe job, we have no control over who's pasting this link and where
..'lj '|

but we're not responsible for this

because of Respawn, both Titanfall and Apex is fucked now, and you're jumping to our throats instead of theirs

3

Mo idea, probably some Russians xd

it's not us and not our fault apex got what it got

| don’t care if hackers link it somewhere, it has nothing to do with us
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They lied.

> |don't think any of this tech would work on other EA games

But theoretically it might be possible with Apex
There's a lot of different ways to crash these lobbies in Titanfall 1, and even if they patched 1 or 2 out of Apex, there's
probably still more

They barely tried to hide how they truly felt and what mattered to them- attention. And they
were willing to throw anyone under the bus to get that. RedShield and pO358 were by far not the
only offenders in the damage that this group has done to the Titanfall community, but they were
the most vocal. Their hubris will be their downfall.

ww» |'dlike to say, as founder of the server, | appreciate you all being here. | hope you guys take the time to learn what's going on for yourselves, as it seems there is
some misinformation

8:

‘R @iDrew Z
| bet it's for this attitude that the hackers attacked Apex lol

keep going

& @Taco @p0358 @RedShield fix

ask Respawn to do this
it's all their fault
they're the only people to blame

always have been

(,‘_ because of Respawn, both Titanfall and Apex is fucked now, and you're jumping to our throats instead of theirs
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| don't know who and how, but we definitely can’t complain, it's nice to see all the spotlight we get with this

| got my tf2 account ddosed today
Pretty angry with that

Because the state of Titanfall games (mostly 1, but 2 as well) doesn't come without bad will from Respawn and people should be aware of that
2 at least works for most people usually, but 1is annihilated for so long

This is why the website focuses on 1, if they fix the issues plaguing 1 (and there's more of them known to the hackers), then it's trivial to just copy those fixes
over to 2 to fix both

Minutewave

who made the site lol

But they pretty much refuse to do anything

It's people from our community, but they're not affiliated with the Apex thing

Minutewave
damm

thats mental someone hacked apex tho
Looks like someone was full of the situation and the website was the best thing to peoint to in order to spread the news
Because it has all the info laid out in one place

time machine
@p0358 personally | think it'll harm the cause, via its image

@Minutewave thats mental someone hacked apex tho

True, though we're not even surprised given in how many ways Titanfall games can be crashed for example xd

We have 1700 members now, nice

Imply
doesnt matter

@p0358 wait are people joining the server from this

After a period of stagnation

Imply
wow never even noticed

Have you looked at #dropship? xd

Imply
just looked

S0 yes, everyone's welcome and | hope we'll get to play this game again eventually




@Minutewave when this :

C’ and there's lot to come in this regard soon, we're working on something new

so stay tuned if anyone's interested, will be pretty good stuff xd

Originally, savetitanfall.com was a partnership between different Titanfall communities united to
bring attention to the state of the game(s) and give accurate information about the problems.
Unfortunately, they decided to put their personal goals-- promoting their server and personal
Titanfall community project-- above the good of the game and instead took advantage of the
hard work of others when it was convenient for them:

Generally 2018/2019, with some breaks here and then. February 2019 was the first time we got a media coverage when the game was unplayable completely
at the time, but it started few months earlier, and the group we know was notorious for being annoying to Titanfall community in many ways before that.
Generally savetitanfall website has some more info on this subpage too (many people miss it):

I'm happy to answer any other guestions you may have, feel free to ask
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But when it was more convenient for them to throw the SaveTitanfall project under the bus, they
jumped on the opportunity:

ok how do we make our part? hack the servers and fix it ourselve
RedShield
W o offense to anyone, but this entire website is immortalizing jeanue's legacy

Titanfall is a beloved franchise by many, and hacker issues
have been at rise. The community has been begging
Respawn to fix this issue for over three years, but to no avail.
It's time we speak up.

File ID: 025 Date: 20th of June 2021

Everything was deliberate and planned in advance, and they almost got away with it.
The community deserves the truth.

RedShield
W (Could we make sure that they understand Remnant Fleet is innocent?

Got me kinda scared tbh

Why so scared? There's no reason to be afraid of the truth.

Everything contained in this report has been extensively documented through screenshots in
addition to screen recordings of the conversations. Each piece of evidence has a corresponding
file number-- the single screenshot per entry is only a small snippet of the entire conversation
and as such are labelled for ease of browsing.

Their plotting against the Titanfall and Apex Legends communities began months ago and below

you will find everything that you need to connect the dots that they so desperately tried to hide
from us.

| Page 20



Someone might come to Apex or Titanfall 2 and do the “same shit”

File ID: 109 Date: 8th of June 2019

(’: tell them that if they don't sort their shit out

that someone might come to Apex or Titanfall 2 and do the same shit there with 1000x bigger player base

and they won't be happy then

“Please kill r2”

File ID: 052 Date: 25th of January 2021

o8, maybe | should grab it on the next promo lo

please kill r2

Having both Titanfall games completely locked down would be interesting

File ID: 036 Date: 26th of January 2021

W | hope he does

A rftitanfall None

About the recent death of tf1 and a warning for tf2

Di =

when i-cenfronted the guv who was killing the game by cheating and stealing account he outright said
that he will go after titanfall 2. Ive heard that there is noting we can do. At least we will have the
campaign

That'd be really interesting, having both Titanfall games and half of Respawn's titles completely locked down and unplayable

Especially since the Titanfall 2 fanbase is one of the loudest and most vocal fanb I've seen
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“If all this succeeds...we will need to thank Jeanue”

File ID: 048 Date: 26th of January 2021

(’

ah true, | remember there was tfall-pugs, and then tfall-shelter
if this all succeeds, we will need to thank jeanue for reviving the game that would naturally go dead without him, that will piss him off xd

&

Plotting to utilize “media outrage” to bring awareness

File ID: 041 Date: 26th of January 2021

@ "
Maybe we can get him to say something about trans people?
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RedShield trying to get a job at Respawn

File ID: 037

Date: 28th of January 2021

The negative repercussions of Titanfall 2 "DDoS"

I am an ambatious, goal-onented person with a long-standing passion for video games. | am

always trying new thangs, | am always willing to rise to the challenge, and a5 a result, over the
past few years | have scquired p number,of different skalls and knowledge
SKILLS

Socul Media Proficiency -
Experienced with Reddit
Dhscord, and Online Fonams.
Havve started 3
number.of projects on my
own and without help or
maotvation [.IlJI']I others

Proactive

Posstive Attitade — Always
approach problems as things

| that cam be solved

Self-Manager — Went to an
online school for 2 vears,
where my learning and
development was largely my

responsibiliry

Warks with
in the TF

Team-player
others 1o

| Remnar )
Knows How to Learn - L am

constantly engaging in new
activities 1o try 1o further
expand my skills

Self-Starter — Started and
managed a community
discord server from scratch
and worked constantly to
grow the commmary and add
new membens

Strategic Thankmg - Long-
term fascination with strategy
games and literatere
followed by application of
learned lessons to real-life
SCENATION

Creative — Kepta journal
where I recorded all oy wdeas
for video-game mechanics,
concept arts, and comac
strips; I have filled 1o vasying
degrees four nosebooks

ACTIVITIES:

- Voluntesred to entertain the children at House of Hope

- Helped my family collsct donations (toys, clothes, toiletries) from the neighborhood for
Christnas gifts for the House of Hope.

- Oromer and Founder of the TF Remnas Fleer, a Toanfall 1 comsmniry discord server that is
over a year and a half old, with 585 members total. July 2019-Present.

- Ran weekly gaming events coordinating 10-15 pecple at a time 1o play matches of Titanfall,
oaly missing 2 weeks over the 5 months the project ran. July 2019 = Decembes 2019.

- Spent time during summer landscaping front-yvard and reclasming areas of property that were
overgrown. Summer 2020

- Organazed and “reclasmed” our cluttered gasage. Fall 2020 and Winter 2021

EDY TI

RESTS.
Leaming new things - refusbishing broken game consoles and reselling them - assisting my
beother with carmg for his 3 goats - entertaming others - playing the piano - playing the guiar -
playing video games.

File ID: 093

Date: 5th of February 2021

o8,

It's not like that either
keeping a game taken do
jeanue's bots are running all the time

if we wanna conduct something like this, it should be temporary, m
message on why and what do we want

and | wouldn't put any names on that

1in this case would be a continuous and active proc

ybe 24 or 48 hou

)

and then stop, and also have a clear

also going longer could give them time to look into what's happening and actually fix that

and something tells me they

rould only fix that, or

as the immediate response at least
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Baiting Jeanue into attacking Titanfall 2

File ID: 094 Date: 6th of February 2021

Leprawel
i mean

personally messing with tf2 would be a bad idea

and a waste of time and effort

the "proper” way to handle this move would be to somehow encourage/bait jeanue into attacking tf2

if we know any tf2 vourneabilities we can talk about them publicly in #general for example, jeanue, if hes here, might get
some inspiration from that
also some people here who linke tf2, like Wanty, might object

so its more of a meme than legit strategy

Destroying Titanfall for the benefit of Titanfall Online

File ID: 086 Date: 6th of February 2021

¥ MOM-2236 Tt
It's not na say "¢ red your favorite game so you play ours, have a nice day”
uld be a bad move
1 a day when he 2

s behind this

| did say that we would do that

“From fighting the evil hacker to sabotage against the game creators”

File ID: 087 Date: 9th of February 2021

| love that the wording implies that we influenced Respawn to stop their work on the game

Let's stop Titanfall 3's development next

Leprawel
this server is going to be like a good character gone bad story

from fighting the evil hacker to sabotage against the game creators

They always say "If you can't beat 'em, join 'em,”
but they never that you might not have a choice.
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Apex lobby reset exploit

File ID: 060 Date: 18th of February 2021

which resets the level to lobby and reload server side scripts

Unknown major Apex Legends exploit

This conversation started with MrSteyk talking about not being able to forgive one of Respawn’s
new “sins” in the form of an “improvement” to the engine. He says that if you watch cheater
reports in Apex that you could find what he’s referring to and that it's a “once in a lifetime thing.”

File ID: 063 Date: 18th of February 2021

How uld one mistake over and under wtf
| will take a look at TFQ in that regard at one point

And if that particular exploit will ever work...

Cuz we might have a little fun problem once someone will also figure it out

double dilemma here because the THING is there

=
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Some first instances of a players being targeted in Titanfall 2

File ID: 049 Date: 12th of March 2021

F K

I ‘. dogecore
" ¥ soit begins

Vote  "Question Overflow reliable channel error, anyone seen this/ know how
to fix? Happens when trying to launch multipLaycr

feal - N
. lFronﬂermnm
'F!a:
_ TP w

ERROR

Disconnect: innafield overflowed reliable channel.

More testing of the exploit used to crash streamers’ lobbies

File ID: 054 Date: 13th of March 2021

‘1.... ;— =
, what
what we used on people in Apex is a different thing

It never did an overflow

das Yyou saw

only script errors on the client

idk which executer precisely
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Lies to Eurogamer & “DDoS” Titanfall 2 streamer

File ID: 001 Date: 20th of March 2021

RedShield asks MrSteyk about what information should be revealed to the journalist Wesley

Yin-Poole working for Eurogamer.net. MrSteyk clearly says that he is the author of the attack on

the streamer.

How much information should | reveal to Eurogamer on how Titanfall 2 and Apex Legends can be crashed?
ORI AR AR Al AR A A A A A L

|s there any amount we're comfortable with?

F ow much information should | reveal to Eurogamer on how Titanfall 2 and Apex Legends can be crashed?
282888888888 R088RREE
don't talk about Apex at all

you can say that there's a high possibility same thing can happen to TF|2 as well

Can | share one of the screenshots of the error message from when you tested it the other day on r2?

o Can | share one of the screenshots of the error message from when you tested it the other day on r27
AR AL AL LA LA AR AL AL LA A AL A A )
yeah

you can even share it happening to the other guy

what other guy?

Alalalalaldlalalalaldlalalalaldlalalalala)

e

this a streamer you did it to?

LR850 RA08RRRRARRNRERE
yeah

was trying to find server he was on




A quote from the article:

“More recently, Titanfall 2 lobbies began to suffer crashes, too - seemingly due to a player or
players overwhelming a server by sending commands en masse to it. The affected server will
start to lag, and players won't be able to move. Then, if a threshold is hit, players will be
disconnected. Is this the work of Jeanue? No-one knows for sure. "Whether it's actually
Jeanue, someone who's imitating Jeanue, or perhaps superstition is up to debate,” RedShield
said.

According to RedShield, this new series of Titanfall 2 crashes was targeted specifically at

streamers, and is thought to have pushed Respawn into action.”

Article link:
https:/www.eurogamer.net/articles/2021-04-06-respawn-tells-disgruntled-titanfall-community

-help-is-coming-asap-to-combat-long-running-ddos-attacks

Titanfall 1 being dead is favorable to TFO

File ID: 047 Date: 1st of April 2021

(’

| heard gossips they know what's wrong with Titanfall 1 from technical side xd
but well, they know it -oken in general and didn't do anything for 2 years, so nothing may change just as well

honestly T1 dead is in favor of TFO

Attacking servers & exploits

File ID: 007 Date: 5th of April 2021

y RSPN can fix
Surprised it wasn't used the first time around tbh, since in TF2 it took us (705 community of one software) a few days until we stumbled upon that randomly

Because there 3 of us independently lagging server
So we ended up asserting it ecksde
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Attacks on Apex Legends tournament - part 1

File ID: 004 Date: 9th of April 2021

Conversation where MrSteyk admits being involved with those attacks on the Apex Legends
tournament presumably with the user known as Tufi, whom in previous conversation MySteyk
admitted to letting take the blame for their cheats. (File ID: 029)

| know who is doing all that

| was involved in finding the side effects

We wanted the tourney codes and/or dev test builds access

TYPHUPHBIA MATY

guess who's me

Attacks on Apex Legends tournament - part 2

File ID: 003 Date: 13th of April 2021

A conversation between pO358 and MrSteyk about recent (at the time) attacks on Apex Legends
tournament. “TFQO" refers to the Titanfall Online project and “r1” refers to Titanfall.

that would be unfortunate
cause these apex "pros” deserve this for their bitching about Respawn looking into Titanfall after ignoring it for many years

and saying they only care about Titanfall if their last 50 tweets were all about Apex lol

| dunno

it would probably turn out better for TFO if r1 wasn't fixed
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Blames on Tufi

File ID: 029 Date: 14th of April 2021

Reminds me of Tufi situation

He has erectile dysfunction wdym

Tufi just does it for fun

o of shit on him and now he is the "enemy” of Apex

P0358 wants Titanfall to stay dead, and can “make that happen"

File ID: 046 Date: 15th of April 2021

| §

>

i
"

well, | could make that happen myself too xd

| wonder what they changed this time, if it's similar dumb mitigation as before
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MrSteyk cheats in Apex but is “useful” in Titanfall

File ID: 098 Date: 15th of April 2021

ye w/e steyk develops cheats

boo hoo

FatherQofmas

CHEATING ANGRY

ALALALA,
Typical legit

He's been one of our best developers on these projects

“Apex under attack by us” - ShivFPS

File ID: 062 Date: 16th of April 2021

Apex is mostly under attack by "us

but they have like quadrillion times more servers

and they are dynamically spinning up

s0 it's hard to get any reaction from the general public apart from streamers
like ShivFPS
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P0358 giving the IP addresses of the “hackers” in a public discord server

File ID: 097 Date: 22nd of May 2021

o8

okay script perfected

these |Ps are used for attacks in the recent days (two of them
confirms it's DDoS rather than DoS lolz, they have a network)

Discussing throwing "leads" about Jeanue to an IGN journalist

File ID: 053 Date: 12th of June 2021

" Should throw him those original leads about jean - would be nice at the very least to get the people that still think that's his real identity to shutup kek

P0358 giving the IP addresses of the “hackers” to an IGN journalist

File ID: 095 Date: 15th of June 2021

LOs7
What is the IP?

. p0358
: 184 .62.3.46
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P0358 giving the IP addresses of the “hackers” in a DM

File ID: 096

Date: 29th of June 2021

o p0358

Alabama: (

i
62.8.46

MrSteyk using wallhack Apex Legends

File ID: O

Date: 30th of June 2021

MrSteyk cheating in Apex Legends with dogecore, among other players.

Speedhack

Spectator List

b= Fripr— 4312
il
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Dogecore testing “unblacklist” methods

File ID: 056 Date: 30th of June 2021

-\3X-xSenpaehr_ | ionut

What u testing

dogecore
unblacklist

breaking titanfall 2

MrSteyk hacking text in Apex Legends

File ID: 012 Date: 30th of June 2021

Showing screenshots of himself changing text in the game. It is likely related to the methods used
in the attack on July 4th on Apex Legends with the website savetitanfall.com

PEXUM 3PUTENS
BUG ITHIS!
RESPAWNSTYLE: 1

RESPAWNSTATUS: O

MrSteyk
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Apex Legends 4th of July preparation

File ID: 009 Date: 3rd of July 2021

dogecore

are you ready for operation savetitanfall.com?

dogecore

nvyim

PO doesn’t want to fix everything for free

File ID: 013 Date: 4th of July 2021

you can't be expected to work for free

yeah
like | could help them fix them all

but fuck, | don't wanna do it for free

after all the shit and insults | get from their players
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PO gets the follow from a Respawn dev, makes RedShield proud

File ID: 080 Date: 6th of July 2021

maybe they should have someone to take care of Titanfalls and their maintenance xd

as part-time or something

| got the follow @
'12 dms

YO

L got the follow @
RedShield
| feel so proud

My baby hacker is turning into a man 9

Apex Legends July 4th hack - emails

File ID: 005 Date: 7th of July 2021

Conversation where emails are shown from the address “savetitanfall@nn.ru” used in the July 4th

Apex Legends hack.

First of all, Titanfall games are not affected by the Distribu

Titanfall 1:
svc GamekEvent fix (the random string disconnect one alor
just the fix: change 11 on this ling in SVC GameEv

m

write-up: your servers allow really long names (up to 260

T i i . o~ S T RS AR EE
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MrSteyk cheating in Apex Legends

File ID: 010 Date: 7th of July 2021

EIEEEE 26 b [ L) o) L
Mo

Discord uses minhook

| abuse it in my Apex cheat

ah, the overlay injector

And in all my titanfall things

that's quite funny

Thanks Titanfall 2 hacker man

File ID: 100 Date: 7th of July 2021

hii
Sentiment about the incident on r/Titanfall is turning around lol

dogecore
of course

now that tf2 is under attack too

hii
Thanks Titanfall 2 hacker man

dogecore

don’t thank jeanue

hii
Doubt it's him

Operation RedTape - Report O1C v2 | Page 37



Benefiting from Titanfall shutting down and being removed from sales

File ID: 027 Date: 11th of July 2021

w»r | think we'd actually benefit from Respawn shutting r1 down and removing it from sales

Allusions to p0 not being the only hacker

File ID: 050 Date: 13th of July 2021

because p0 is prob one of thos

yes, but | wasn't the only one

Don't want to hurt TFO's future by attacking Respawn

File ID: 083 Date: 13th of July 2021

Okay, so a journalist is asking me why we parted ways with SaveTitanfall, and I'm wondering if | can mention "secret project” at all
and whether | should mention the concerns of harassment in some diplomatic way (the reason I'm wondering about the latter is that so it wouldn't serve as an
encouragement to some...)

@RedShield because | think we should have some unified public position on this for now

o, Okay, so a journalist is asking me why we rted ways with SaveTitanf and I'm wondering if | can mentior

because that would be the main reason, right? we work on TFO and don't wanna hurt its future by attacking Respawn

and the second is angry Apex kid who associate every downtime of Apex with SaveTitanfall now, even if it's Respawn fucking up on their own
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Titanfall is playable ”for now” until TFO is ready

File ID: 059 Date: 15th of July 2021

| think at this point
r1 might be more of a conversation point than r2

considering its at the heart of the recent news

it's certainly not more than a conversation point while it's not playable xd

for now

that is until TFO is ready

p0 aware of his IP ban

File ID: 075 Date: 27th of July 2021

damn, | feel like | should complain on Twitter to get my IP unbanned, but then it's a shadowban after all, so if | tell it, | could spoil the fact that it's supposed to be not known xdd
on the other hand | already had it in my status on Discord, so jeanue has seen probably already anyways

I should just publish this thing, but idk what else to add to closing words eh

or if to ask them for anything else in the Quality of Life fixes
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END OF LINE
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