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2.0 Introduction
A multi-faceted problem
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2.1 The problems
The Titanfall community has been dealing with groups of hackers who manipulate the game and
assume peoples’ identities in addition to members in the community who doxx and harass, both
as individuals or coordinated groups. Amidst the chaos, we have a community made out of people
who love Titanfall.

This is not only the story of gamers who cannot play the game that they paid for: we are human
beings who built and invested time in the community. We are the community. We build
relationships, share our creativity, teach each other and help each other. Titanfall is only the
background dressing.

Not only are doxxing, harassment and hacking illegal, but they are also destructive towards the
Titanfall community. We should not let a handful of individuals speak in the name of what we've
built-- they are willing to sacrifice this for their personal interest.

Their campaign of misinformation led to many victims due to doxxing and harassment as well as
lies and manipulation
All of this happens while Respawn watches their our community torn apart while selling broken
products menus simulators. Should we blame everyone working at Respawn Entertainment? No; a
video game is the passion and labor of many individuals working as a team over the span of years.

They are being held from acting by the ones who manage the studio; they are not being
respected and neither is the community.
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2.2 The consequences - personal testimonies of players impacted

Starting in mid-June 2021, we started conducting a survey to understand people’s experiences
with the attacks on Titanfall and Titanfall 2 to not only gather some basic information such as
their platform and region, but also to gain insight into the human perspective. They remind us why
we are working so hard to save our game and why we have to bring these injustices to light.
To the unheard, to the one who has been ignored, left alone and being lied to all along.
To the one who matters the most. To you Pilots, the community: you deserve the truth.
Thank you for sharing your pain, thank you for sharing your emotions and thank you for giving us
the fuel to keep up during those past few months.

Here are a few examples of what we received:

“It’s disheartening, sad, discouraging, and makes me feel hopeless. The titanfall franchise
has been a big part of my life since i was 12 years old. I’m 17 now and it’s sad to see one of my
favorite games of all time, a game that helped me when i was down, a game that changed my
life for the better go out in such a dishonorable way. This game introduced to me some of my
best friends, and even helped me find other games that i enjoyed just as much. It’s sad, very
sad to see this game go. It’s sad that the people who made it showed such negligence, such
lack of care not only for one of the best FPS games of its era, but for the community who
held it so close to their heart. I hope that this problem isn’t unfixable, i hope respawn and the
hacker(s) find some sort of motivation to put an end to this.”

“I feel cheated and disappointed. They took money from me for a non-working game that
is tied to multiplayer. I could not play the game with constant server crashes due to DDoS
attack by hackers. It also annoys me that in the game since 2014 they have not been able to
make a normal anti-cheat protection and ban all attackers. Also, I do not like the imbalance in
the game due to which everyone uses only the Smart Pistol and ignores the rest of the
weapons in the game. I tried to get justice and wrote messages on Twitter asking when
Respawn and EA would fix the game, but I was ignored for more than 6 months and now I
realized that they don't care about the Titanfall community and they are only interested in
Apex and Battlefield since they constantly bring them big money for maneuvering cosmetic
items in the game. But EA and Respawn have the audacity to sell the game in Origin and
Steam knowingly knowing about the problem with the servers. From now on, I will write to my
blacklist so that I never forget that Respawn Entertainment and Electronic Arts are vile liars
and scammers. Respawn as a game company making games for me is dead. EA already had a
bad reputation, but it was able to fall even lower than it had previously. I will not buy more
than one game from these developers and publishers.”
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“it's disappointed me heavily, as i truly love this game. and it's been part of my
childhood. so coming to play, and not being able to play it makes me pretty upset. i also
have many friends who play and feel the same way aswell.”

“I'm just crushed that I only got such a short time on one of my favourite multiplayer games
ever. It was amazing being able to play it on PC, and ever since the issue started I was right
on it reporting it to EA etc. As many have been told, "it's being addressed", but it's been 4/5
months now. Even before then there were issues with racist hackers, but leaving the game
completely unplayable is beyond unfortunate because this game deserves so much more.”

“The constant DDOSing of the Titanfall series has taken a toll on my mental health. This may
seem ridiculous, given that it's a game about shooting people and vaporizing them with your
20 ton death machine, but I grew stupidly attached to this game.”

“I come in from a shift working in mental health rehab and my usual way to blow the day away
is killing some dudes in big-ass robots. It's my stress-ball, it's my Candy Crush. I've played it
almost every day.
But since last weekend I've not been able to stay in a game. It plays a while, it freezes, I have
to leave the game. It sucks. One of my favorite pastimes is just gone, taken away.
What makes it even worse is there is little to no support or communication to assure that this
will get fixed.
I love this game and I don't want to see it die like this.”
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“I've been playing titanfall since the days its been released, and that's pretty much all I ever
play on xbox, I switched to Titanfall 2 when it was released.

It's affected me greatly because of my son. He's turning 7 in a week but got into titanfall 2
multiplayer because of me about 6 months ago.  He loves the titans and the pilots, draws
them all the time, builds them out of lego, he's even having a titanfall themed birthday party.
It's all he can talk about without even really playing the game for more than an hour per day.
It's been something we do together every night before bed, taking turns playing 5 lives each
in Attrition.

I told him on his birthday weekend, we could play all day together before and after his party.
He was really excited about it, but since these attacks began, he's been really sad.  He checks
the game 3-5 times per day to see if the game will freeze when he jumps out of the dropship.
Obviously it never works, and every night before bed he still asks me, "dad, do you think the
hacker will turn nice soon and let us play" or "why doesn't anyone care that the game
doesn't work anymore?" or "why are we frozen, but other people are still running around and
shooting, why does it work for them"

I don't know what to tell him, I don't even really know why it's happening to us, I'm not a
streamer or anything, we just play casually every night for about an hour, and honestly, for a
6 year old, he's gotten really good.

Anyways, sorry for the rant, I just hate seeing my son sad over something so stupid
especially something I have no control over. Wish i could meet the coward responsible in
person to show him what feeling helpless is like when there's no computer to give you power
over others.”

Below are two links to a redacted copy of the survey results for Titanfall 1 and 2.
A redacted version of the Titanfall 2 survey:
https://docs.google.com/spreadsheets/d/1rmQWmQxEz0885ZK3aLCzd1sQ8Z7_iNdVPcJWWqez
RkU
A redacted version of the Titanfall survey:
https://docs.google.com/spreadsheets/d/1Bp7Mgq78ypPBkaxHVCCgpD8BkI_aaNvUc1O79Z_vj
Vo
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3.0 Individuals
The hackers & their associates
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3.1 Hackers

The following individuals are directly responsible for the July 4th Apex Legends hack as well as
the blacklist that has been impacting streamers (and more recently, the entire playerbase) for
months. Their collusion led to coordinated attacks on the 3 games of the franchise: Titanfall,
Titanfall 2 and Apex Legends. Through their research to find new bugs and exploits, they were
using different kinds of vulnerabilities in order to render the game unplayable to help them
achieve their personal goals

They have successfully spread misinformation regarding the identity of the infamous hacker
“Jeanue,” which has resulted in the doxxing, harassment and threatening of innocent people. This
was done to send people on witch hunts and therefore draw attention away from themselves.

The “DDoS” attacks on Titanfall 2 streamers began back in March 2021, although it wasn’t until
April and May that the attacks became more widespread and targeted.

Note: These individuals began planning months beforehand, primarily utilizing private channels in
the Remnant Fleet discord server (owned by p0358 and RedShield) to discuss methods and
delegate tasks. All of these channels have been backed up and they are unable to delete any
evidence of these actions.
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3.1.1 p0358
Admin of Remnant Fleet Discord server and in charge of the “Titanfall Online” (known as TFO),
self-proclaimed “good hacker” who can fix all the exploits in Titanfall.
He and his associates worked over the span of years to target Titanfall, Titanfall 2 and Apex
Legends in the interest of his personal project TFO.

Multiple times, he gave information about “Jeanue” to people with the intention to instigate
“witch hunts.”. This led to the doxxing and harassment of individuals and even an entire family
thought to be behind the attacks. Their personal information such as (but not limited to) their
past and present legal names, places of employment, address, contact information and personal
social media accounts were spread across various social media platforms. This information found
its way across Discord, Reddit, Youtube and Twitter, and ultimately all comes from this source.

REDACTED

3.1.2 dogecore
Develops and sells cheats for different video games, including Apex Legends. He is also involved
in the TFO project and is researching more vulnerabilities in Titanfall, Titanfall 2 and Apex
Legends.

REDACTED

3.1.3MrSteyk
Develops and sells cheats for different video games, including Apex Legends. He is also involved
in the TFO project and is researching more vulnerabilities in Titanfall, Titanfall 2 and Apex
Legends.

REDACTED
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3.2 Associate

3.2.2 RedShield
Admin of Remnant Fleet Discord server and long-time friend of p0358. Although he was not
involved in the technical aspects of their plans, he had a major hand in their planning and
execution in the public eye.

REDACTED
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4.0 Evidence

Evidence will be provided in various forms, including but not limited to images and videos. Each
piece of evidence will come with an allocated File ID which is used to browse the list of files
included in the folder that came along this document.
(eg. File ID 089 is associated with files starting with 089_xxx)
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4.1 Their lies, manipulation and campaign of misinformation

File ID: 111
Date: 4th of July 2021

File ID: 112

On July 4th, Apex Legends was hacked to display a message containing a link to this website.
In Remnant Fleet, any time a new member joins, they are greeted with this message:

They were very quick to make sure everyone knew they had nothing to do with the incident that
day.
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They lied.

They barely tried to hide how they truly felt and what mattered to them- attention. And they
were willing to throw anyone under the bus to get that. RedShield and p0358 were by far not the
only offenders in the damage that this group has done to the Titanfall community, but they were
the most vocal. Their hubris will be their downfall.
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Originally, savetitanfall.com was a partnership between different Titanfall communities united to
bring attention to the state of the game(s) and give accurate information about the problems.
Unfortunately, they decided to put their personal goals-- promoting their server and personal
Titanfall community project-- above the good of the game and instead took advantage of the
hard work of others when it was convenient for them:
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But when it was more convenient for them to throw the SaveTitanfall project under the bus, they
jumped on the opportunity:

File ID: 025 Date: 20th of June 2021

Everything was deliberate and planned in advance, and they almost got away with it.
The community deserves the truth.

Why so scared? There’s no reason to be afraid of the truth.

Everything contained in this report has been extensively documented through screenshots in
addition to screen recordings of the conversations. Each piece of evidence has a corresponding
file number-- the single screenshot per entry is only a small snippet of the entire conversation
and as such are labelled for ease of browsing.

Their plotting against the Titanfall and Apex Legends communities began months ago and below
you will find everything that you need to connect the dots that they so desperately tried to hide
from us.
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Someone might come to Apex or Titanfall 2 and do the “same shit”

File ID: 109 Date: 8th of June 2019

“Please kill r2”

File ID: 052 Date: 25th of January 2021

Having both Titanfall games completely locked down would be interesting

File ID: 036 Date: 26th of January 2021
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“If all this succeeds...we will need to thank Jeanue”

File ID: 048 Date: 26th of January 2021

Plotting to utilize “media outrage” to bring awareness

File ID: 041 Date: 26th of January 2021
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RedShield trying to get a job at Respawn

File ID: 037 Date: 28th of January 2021

The negative repercussions of Titanfall 2 "DDoS"

File ID: 093 Date: 5th of February 2021
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Baiting Jeanue into attacking Titanfall 2

File ID: 094 Date: 6th of February 2021

Destroying Titanfall for the benefit of Titanfall Online

File ID: 086 Date: 6th of February 2021

“From fighting the evil hacker to sabotage against the game creators”

File ID: 087 Date: 9th of February 2021
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Apex lobby reset exploit

File ID: 060 Date: 18th of February 2021

Unknown major Apex Legends exploit

This conversation started with MrSteyk talking about not being able to forgive one of Respawn’s
new “sins” in the form of an “improvement” to the engine. He says that if you watch cheater
reports in Apex that you could find what he’s referring to and that it’s a “once in a lifetime thing.”

File ID: 063 Date: 18th of February 2021
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Some first instances of a players being targeted in Titanfall 2

File ID: 049 Date: 12th of March 2021

More testing of the exploit used to crash streamers’ lobbies

File ID: 054 Date: 13th of March 2021
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Lies to Eurogamer & “DDoS” Titanfall 2 streamer

File ID: 001 Date: 20th of March 2021

RedShield asks MrSteyk about what information should be revealed to the journalist Wesley
Yin-Poole working for Eurogamer.net. MrSteyk clearly says that he is the author of the attack on
the streamer.
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A quote from the article:

“More recently, Titanfall 2 lobbies began to suffer crashes, too - seemingly due to a player or
players overwhelming a server by sending commands en masse to it. The affected server will
start to lag, and players won't be able to move. Then, if a threshold is hit, players will be
disconnected. Is this the work of Jeanue? No-one knows for sure. "Whether it's actually
Jeanue, someone who's imitating Jeanue, or perhaps superstition is up to debate," RedShield
said.
According to RedShield, this new series of Titanfall 2 crashes was targeted specifically at
streamers, and is thought to have pushed Respawn into action.”

Article link:
https://www.eurogamer.net/articles/2021-04-06-respawn-tells-disgruntled-titanfall-community
-help-is-coming-asap-to-combat-long-running-ddos-attacks

Titanfall 1 being dead is favorable to TFO

File ID: 047 Date: 1st of April 2021

Attacking servers & exploits

File ID: 007 Date: 5th of April 2021
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Attacks on Apex Legends tournament - part 1

File ID: 004 Date: 9th of April 2021

Conversation where MrSteyk admits being involved with those attacks on the Apex Legends
tournament presumably with the user known as Tufi, whom in previous conversation MySteyk
admitted to letting take the blame for their cheats. (File ID: 029)

Attacks on Apex Legends tournament - part 2

File ID: 003 Date: 13th of April 2021

A conversation between p0358 and MrSteyk about recent (at the time) attacks on Apex Legends
tournament. “TFO'' refers to the Titanfall Online project and “r1” refers to Titanfall.
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Blames on Tufi

File ID: 029 Date: 14th of April 2021

P0358 wants Titanfall to stay dead, and can “make that happen"

File ID: 046 Date: 15th of April 2021
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MrSteyk cheats in Apex but is “useful” in Titanfall

File ID: 098 Date: 15th of April 2021

“Apex under attack by us” - ShivFPS

File ID: 062 Date: 16th of April 2021
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P0358 giving the IP addresses of the “hackers” in a public discord server

File ID: 097 Date: 22nd of May 2021

Discussing throwing "leads" about Jeanue to an IGN journalist

File ID: 053 Date: 12th of June 2021

P0358 giving the IP addresses of the “hackers” to an IGN journalist

File ID: 095 Date: 15th of June 2021
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P0358 giving the IP addresses of the “hackers” in a DM

File ID: 096 Date: 29th of June 2021

MrSteyk using wallhack Apex Legends

File ID: 011 Date: 30th of June 2021

MrSteyk cheating in Apex Legends with dogecore, among other players.
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Dogecore testing “unblacklist” methods

File ID: 056 Date: 30th of June 2021

MrSteyk hacking text in Apex Legends

File ID: 012 Date: 30th of June 2021

Showing screenshots of himself changing text in the game. It is likely related to the methods used
in the attack on July 4th on Apex Legends with the website savetitanfall.com
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Apex Legends 4th of July preparation

File ID: 009 Date: 3rd of July 2021

P0 doesn’t want to fix everything for free

File ID: 013 Date: 4th of July 2021
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P0 gets the follow from a Respawn dev, makes RedShield proud

File ID: 080 Date: 6th of July 2021

Apex Legends July 4th hack - emails

File ID: 005 Date: 7th of July 2021

Conversation where emails are shown from the address “savetitanfall@nn.ru” used in the July 4th
Apex Legends hack.
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MrSteyk cheating in Apex Legends

File ID: 010 Date: 7th of July 2021

Thanks Titanfall 2 hacker man

File ID: 100 Date: 7th of July 2021
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Benefiting from Titanfall shutting down and being removed from sales

File ID: 027 Date: 11th of July 2021

Allusions to p0 not being the only hacker

File ID: 050 Date: 13th of July 2021

Don't want to hurt TFO's future by attacking Respawn

File ID: 083 Date: 13th of July 2021
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Titanfall is playable ”for now” until TFO is ready

File ID: 059 Date: 15th of July 2021

p0 aware of his IP ban

File ID: 075 Date: 27th of July 2021
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END OF LINE
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