over 2 weeks ago niwwunekoberri’'s account was maliciously hacked, and she has

been attempting to reach X support ever since. The group responsible has allegedy
dealt CP (which has been reported to the FBI), and has blackmailed niwwu as well,
making her life a living hell. this document contains several pieces of evidence that
niwwu's account was compromised.

our only goal is to actually reach X support and hopefully regain access to her account.

V,_‘:?:‘ niwwuﬁ *# Yesterday at 4:52 AN
| am a vtuber content creator on twitch (twitch.tv/niwwu) and recently my verified X account of almost 20K followers
was hacked on February 7th around 4:00-5:00PM CST because | was tricked into downloading malware that forwarded
my login information to a hacker who hacked my friends account and was pretending to be my friend. My hacked
account used to have the username @niwwunekoberri - | have proof that the hacker sold my account to someone else
and then the buyer changed my username to @dubaizito and then changed it again to @lalayouarepoor. They have
been trying to prey on my followers to get them to download the same malware and are also trying to scam people
saying they will sell my account to them but then attempting to do a gift card scam. | have proof that | was hacked and
also proof that my hacker sold my account to someone else in a telegram group. | also have proof that this telegram
group is being used to deal drugs and CSEM and is using account stealing and selling to disguise what they are really
doing. Both my hacker, yxsinxd, and the person he sold my account to, dubai, are in this group.

| was using an alt account to preserve my original username @niwwunekoberri and to inform my following about this
situation and document my case against my hacker. My alt account was suspended today for impersonation when | AM
THE ONE BEING IMPERSONATED! | posted an overwhelming amount of proof that my main account was hacked on my
alt before it got suspended. The hacker has even messaged my alt account from my hacked main account and has
admitted himself that the account belongs to me and attempted to threaten me to negotiate with him for my account
back. | have video proof of this too.

| have proof that | still retain the full ownership and access to the throne wishlist account that posted automated
wishlist reminder posts and posts that | received a wishlist gift to my main account before it was hacked. | have proof of
this too.

| also still have full access to my business email that was used to purchase X Premium through stripe on my main
account before it was hacked. This business email was also in the bio of the account for months before | was hacked, |
posted my follower milestone thank you posts on my account before it was hacked that show this. | have proof of my
receipt for X premium for my main account.

| posted to X almost every time | went live on twitch and kick streaming platforms and the date of my live notification
posts | made on the account before | was hacked lines up with all of my kick vods which are publicly viewable. | still
have full access to my twitch and kick accounts and I have proof of all of this too.

| have spent the past 12 days attempting to reach a real human at X support about my situation. | need help. | have
undeniable proof that the account belongs to me.
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niwwu's account was sold to
user "dubai” the owner of
the telegram group “discordpringados”

maldad

dubai
mcs F369 © § 0}

About Me No Mutual Friends 1 Mutual Server

Member Since

Apr 19, 2022
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0 fbi = o neymarjr
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X lalayouarepoor ¥
Member since Jul 21, 2022

4,736 Posts 19,729 Followers

X galaxia &

As | said before, they're probably
doing this to you for fun

But they're the kind of people to
share CP and drugs between them,
so be careful please

7 PN\

Greetings Niwwu! | really hope

you get your account back. | did
some research and the hacker who
attacked you belongs to quite a
popular "account-stealing" group
from my country . They
do stuff like this for sport.

Sorry this info isn't useful at all, but

| thought you should know at [east
some context behind this.

You accepted the request

Thank u so much

‘,

Do u know th name of the group

'discordpringados’

Originally a discord server of edgy
lunatics | think, but now they do
some very illegal stuff in Telegram

Members Media

. last seen recently

Ataturk1337 w»
%\»Y last seen recently

iAmine. | @nboosts .
last seen recently

’* dibai @
last seen recently

last seen recently

last seen recently




niwwu's handle @niwwunekoberri being changed
to @dubaizito then to @lalayouarepoor
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Untouchable Untouchable

These posts are protected. These posts are protected.




automated tweets from niwwu's throne account
posted after the hack, further proof this is niwwu’s account.
Including a photo that she received the items listed.

you can stop me? 6

| just received 10 Colors Liquid Tint Stain,Korean
Natural Moisturizing Lip Gloss,
Long-Lasting&Non-Stick Cup,Multi-Use Lip and
Cheek Tint Stain - Red from arael voidhart via
Throne. Thank you!

you can stop me? @

| just received WeeH A Pair of Cartoon Animal
Furry Ears Hair Clips Halloween Costume
Headwear for Women Men at Birthday Party
Anime Theme (Rabbit Sky Blue) - Sky Blue from
Tamikochan via Throne. Thank you!




Niwwu used the automated posts to put out a message
to her followers onto her hacked account. (very smart niwwu)
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This is an automated post. This account
niwwu @ 4 @niwwunekoberri2 - 1d has been hacked and the rightful owner is
VST A . Spread awareness and
look out for this post tomorrow on my main do not interact With the hacker in my aCCOU nt-

eriodic Wishiist Tweet | am trying to get my account back. Thank
Periodic W\shAI\SI Tw%;et you N

Hide Settings ~
Tweet Text (we will automatically add your wishlist link to the tweet)
This is an automated post. This account has been hacked and the rightful owner is I a I | l I I I yo u r W a S
@niwwunekoberri2 . Spread awareness and do not interact with the hacker in my
account. | am trying to get my account back. Thank you. p
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the hacker messaged niwwu'’s alt account before it was suspended and
admitted niwwu was the rightful owner of the account,
The hacker then posts they are the "new owner" of the
account which implies that there was a previous owner.

N O 4 0658

Drill &

<~ = Youcan stop me? -

[F= 3 | am the new owner of the account.
you can stop me? @

Untouchable If anyone is interested in this Twitter
account, please send a private message.

25 - 17V
Yesterday
Do you want to negotiate?

Recover your account.

If not, I'll delete it right now, let me
Know.

Block or report

yelete




posts from niwwu that were still on her account after being hacked
containing her original character
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you can stop me? 6

My name is Niwwu Nekoberri ¢ /4 you can stop me? @ 0 (

@ One of the best ways to support me is to purchase a gift from my
privacy friendly throne wishlist! Please consider helping out if you
can, | would appreciate it sooo much!! 8

| am a magical strawberry cat girl vtuber and Live2D artist/rigger~ |
have been streaming art and gaming full time for 4 years! $¢

| am currently working on a new model and plan to redebut in 2025!
Please consider following and supporting me A %

-

¢

you can stop me? @

One of the best ways to support me is to purchase a gift from my
privacy friendly throne wishlist! Please consider helping out if you
can, | would appreciate it sooo much!! %




Proof showing that niwwu’s live notification post made on the account matches
up with the time she went live on her kick account, which she still has ownership of

you can stop me? 6 ( ‘
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Proof that she owned the top that she wore in this photo that was posted to the
account before she was hacked

" Shouta Kun
m‘

Chest wen

you can stop me? §

o You can stop me? o
here g . x.com/TalonMartin14/..




proof she owned the dishware in this photo that
was posted to the account before she was hacked

you can stop me? &
1'5 alay yuarepoc
breakfast today €¢ .

~eggs with sriracha and toast

~banana chia oatmeal with blueberries,
banana, honey

~blueberry green tea with honey and lemon

Samyang Bulldark Spicy
Chicken...

Delivered December 15

Tri-Color Sesame Seeds
Organic

Delivered December 14

Hello Kitty Bear Sakura Cute
Pink...

Delivered December 14



niwwu comments on the telegram
group allegedly dealing CP which
has been reported to the FBI

Proof regarding the claims about the telegram group dealing CP- one of the members makes a "joke" about one of the
other members in the group buying CP and right after this joke another member expressed that they are worried that
will "be detected" or get them caught. | also have seen proof of multiple members of this group actually interacting
with minors and exchanging nude photos with them but | will not include that here since it is illegal to possess or share
CP for any reason. | have already reported this to the FBI. Again, both my initial hacker "yxsinxd" and the person he sold
my X account to "Dubai" are members of this group, and Dubai is also an owner of the group
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Also here is proof of yxsinxd on niwwu'’s friends hacked account after he hacked her, showing
niwwu photos of herself that were only on her phone and also sending her proof
he had logins to all of her accounts and using it as blackmail to solicit nude photos from her.

DollBirb
oh yeah

nice legs
wanna do nude deal?=

send nude ? | delete all

niwwu
seriously?

DollBirb

and bring back dms servers friends :3
yeah fr

but video

not fake photos

nice legs | loved it
Imk




niwwu comments on the lack of X support

2%y niwwu @) ‘4 \
| first sent a ticket regarding my X account the same night | was hacked on February 7th. | have sent countless tickets
for my account and each time | got an automated response claiming they couldn't verify me as the owner. When my alt

account was suspended for impersonation (impersonating myself), | was able to submit an appeal and this opened an
actual case with X support and they told me to wait 3-5 days or longer for a response and to reply to the email with any
other information | had regarding my case. | sent them everything. It has been 6 days and | haven't gotten a response yet.

Today, Dubai changed the display name and profile picture of my hacked account

3 mmB- L $59)

XX Q

B & Following

dubai changes the
display name and
profile picture

of niwwu’s
account again

P e .

If anyone is interested in this Twitter account,
please send a private message.

2  isek [ dubai has been hiding
all replies of anyone
‘I?I:lgs alh‘e‘uu“tc.).m.;te.‘dj post .This account has add TESSI ng how he

been hacked and the rightful owner is

. Spread awareness and do haS StOIen niWWU,S account

not interact with the hacker in my account. | am
trying to get my account back. Thank you.

(I-am'"in your wallst ¢
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while the hackers gained access to several of
niwwu’'s accounts, he regained access to them
except for X, where he remains a paid premium

user.
Edit Profile

Profile Picture
JPEG, PNG, or GIF and less than 1T0MB

Profile Banner
Recommended 1200x480 and less than T0MB

%

Customize you and your channel's visual appearance across Twitch

ABOUT

Username
niwwu

Display Name
niwwu
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< Profile

Profile Preview

About niwwu &% 495 Followers

Edit Avatar

X niwwunekoberri €@ @niwwu/live

o' niwwunekoberri

Welcome in kittens~ My name is niwwu! | am a mag-
ical strawberry catgirl vtuber who streams a variety
of games as well as art. | hope you enjoy your stay
at my Neko Cafe!~ g @@

Channel Banner

Update Banner image

Minimum image size: 1200x134px and less than
4MB

niwwu streams for a job and X was one of the sites where
she would broadcast. it’s insane that a paid and verified
user and X can get their account stolen and receive

0 support.






